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Executive Summary

Challenge

The Information Technology Infrastructure Library version 3 (ITIL® V3) process
framework approaches IT Service Management (ITSM) in terms of the lifecycle of a
service. The Service Lifecycle is an organization model providing insight into the way
ITSM is structured, and embodies critical guidance for IT organizations seeking to
improve service quality and align more closely with business goals to create value for the
business and its customers.

However, ITIL V3 best practice guidelines across the five phases of the service lifecycle
are complex and challenging to interpret, and they are not designed to provide definitive
advice about implementing ITSM processes. Many IT organizations consequently
undertake an ITIL journey without a firm idea of their goals and the path to achieve
those goals.

One of the key ITIL management processes, Service Validation and Testing, presents

its own special challenges. Participants in the service quality assurance effort must
coordinate the priorities and extent of testing with the type and timing of business needs
to be met; consequently, the measure of success in validation and testing extends beyond
the technical aspect to the matter of business value.

Opportunity

The primary objective of the Service Validation and Testing process is to ensure that a
service offering, as designed, deployed and supported, has the quality expected to meet
customer expectations.This quality is a strategic process outcome. CA has developed a
unigue approach to representing the ITIL framework and its interdependent IT Service
Management (ITSM) processes at a high level in the form of an easy-to-use subway map.
This map is an ideal starting point for understanding and communicating about ITIL in
support of successful program planning and implementation.

Benefits

Following the Validation and Testing map provides guidance to:

+ Improve business process capabilities

- Effectively upgrade the IT infrastructure in timely alignment with business needs
- Foster the efficient delivery of multiple IT services

+ Improve the quality of technical support

Copyright © 2010 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their respective companies. This document is for your infor-
mational purposes only. To the extent permitted by applicable law, CA provides this document “As Is” without warranty of any kind, including, without limitation, any implied warranties
of merchantability or fitness for a particular purpose, or non-infringement. In no event will CA be liable for any loss or damage, direct or indirect, from the use of this document including,

without limitation, lost profits, business interruption, goodwill or lost data, even if CA is expressly advised of such damages. TECHNOLOGY BRIEF: SERVICE VALIDATION AND TESTING 1



Simplifying ITIL

The ITIL V3 process framework focuses on the service lifecycle and the way that service
management components are structured and linked. It embodies critical guidance for
IT organizations that are seeking to improve service quality and align more closely with
business goals.

But, the ITIL V3 best-practice guidelines across the five phases of the service lifecycle are
complex and challenging to interpret. Moreover, they are not designed to provide definitive
advice about implementing IT Service Management (ITSM) processes. Many IT organizations
consequently undertake an ITIL journey without a firm idea of their goals and the path to
achieve those goals.

CA has developed a unique approach to charting the ITIL journey through a visual
representation of the ITIL framework and its interdependent ITSM processes modeled after
an urban subway system. This three-part map (Figure A) presents an easy-to-navigate,
high-level view of the ITIL terrain. IT executives, strategists and implementers can use these
Service Management process maps along with the family of CA Service Management process
map technology briefs that expand on them. The maps and technology briefs provide a
common reference point for understanding and communicating about ITIL and help you with
program planning and implementation.

How to Use the CA Service Management Process Maps

CA’s Service Management process maps (Figure A) illustrate every process (or track), each
activity (or station) and the key relationships that are relevant to navigating continuous IT
service improvement. The ITIL quality cycle takes the form of a “circle” with each Plan-Do-
Check-Act (P-D-C-A) step as a process integration point (junction) on the line. Junctions
serve both as reference points when assessing process maturity, and as a means to consider
the implications of implementing a process in isolation.

Strategic controls (Service Portfolio Management, Demand Management and Financial
Management) are needed to reduce risk and optimize integration across the service lifecycle,
as illustrated on the three points of the triangle centered in the P-D-C-A quality circle (seen
more easily in Figure B). These strategic controls help in evaluating, prioritizing and assuring
the appropriate levels of financial and human resources for existing and new services.

This paper is part of a series of Service Management Process Map technology briefs. Each
brief explains how to navigate a particular ITIL process journey, reviewing each process
activity that must be addressed in order to achieve process objectives. Along each journey
careful attention is paid to how technology plays a critical role in both integrating ITIL
processes and automating ITIL process activities.
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SECTION 1: CHALLENGE

FIGURE A

CA hasdeveloped three maps:
Service Design, Service Transition and
Service Operation since most ITSM
discussions focus on these critical
ITIL disciplines

FIGURE B

Finding the Right Path to IT Service Excellence

The Service Transition map represents
ajourney of developing and improving
capabilities for the transition of new
and modified services to production.

Service Transition

Most organizations are highly sensitive to quality levels in IT deployments, and they already
rely on continuously managed processes and practices that are expected to provide some
assurance of the fitness of deployed components and systems for their purpose. For that
matter, validation most often means verifying that component and systems specifications are
appropriate to established norms for operational risk. Testing takes place under the watchful
eye of domain and subject matter experts in the line of duty for resolving problems and
executing changes.

Yet as we see in the process interactions shown on our subway map, the circuit from planned
modifications to deployment releases is an incomplete journey. This is because builds and
installations may or may not go according to expectations. But once utilization begins, quality
requirements differ again, and acceptance of the deployments and releases depends on
further steps defined more from a business user’s perspective than from a technical one.
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Alignment and compliance with the business is the overall goal of validation and testing,
mandating explicit awareness of business requirements and coordination with them. Key
points in this coordination include:

+ Cooperation of specific business and technical roles

- Documentation of requirements at different levels of service, and corresponding
documentation of the plan for validations

+ Tracking the validations versus the requirements

Another question that comes up is about how much testing is enough. Too much is difficult
to justify, and too little is too risky. One of the main outcomes of the Service Validation and
Testing process is an increase in the ability to recognize a return on the investment in testing,
which encourages the inclusion of right-sized effective testing in the business-level planning
and budgeting for IT Services development.
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SECTION 2: OPPORTUNITY

FIGURE C

The Service Validation and Testing
track represents management’s
attention to how verification of service
characteristics is proactively aligned
with the requirements for utilization
and warranty of an upcoming new
deployment of service

Service Validation and Testing

The Service Validation and Testing process is responsible for planning and coordinating tests
to ensure that specifications for the service design are met and validated through delivery

of the service and, including co-operation with the Release and Deployment process, to
manage and limit risks that could result from insufficient utility and warranty of the service in
operation. Service Validation and Testing takes the technical proficiencies and plans of quality
assurance for IT and strategically places them in the larger context of service quality for

the business.

The strategic issue is that the business must be able to grow and adapt in order to maintain
its success and critical competencies in its market ecosystem of customers, partners and
competitors. This makes both Capacity and Change strategic areas of risk, and consequently
it makes investments in service deliveries and service modifications part of financial
management as well as business risk management.

The ultimate goal of the Service Validation and Testing track (Figure C) is a full alignment of
Service characteristics to the utility and warranty requirements of the business. The subway
map for this journey plots the key stations along the course in this way:

-+ Adopt Best Practices
- Validate and Verify
+ Perform Tests

- Closure and Reporting

Service
Validation
and Testing

& Service Portfolio
Management

Demand

Management

Assure
Quality
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Adopt Best Practices
The key practices of Service Validation and Testing will be

+ A model for identifying business alignment

+ An integrated set of test plans

+ Training, knowledge transfer, and communications

+ Verification of results through pre-defined tracking and reporting

These practices are represented in the following table, which illustrates the incorporation

of testing within a larger process framework (inputs, activities, and eventual outcomes) of
identifying business value from quality assurance.

The inputs for this high-level process express two things: a proactive identification of the
customer’s view of a service, and the perspectives of the testing organization as driven by
that view. Explicit definitions and standardized formulations of the relevant factors across
the process are reusable, which allows for direct comparisons of different testing occasions.
The results of such comparisons create an awareness that supports prioritization of service
deliveries; and they inform analyses for the improvement of quality management procedures.

QUALITY ASSURANCE

Inputs Validations Outcomes
Service Quality Policy Service Package Delivered Value
* Value Expectations + Description of Designed IT Service |+ Available and Supportable
Service Level Package Utility Level Warranty Level Release for Targeted
« Intended Utility and (fit for purpose) (fit for use) Line of Service
Warranty
Requirements and Targets Usability Compliance Certification
+ Measures
Test Strategy Specifications  Buisness Needs Quality Rating and
* Plans, Model Results Report
* Resources
+ Methods, Scripts

In the table above, items such as Service Level Packages (SLPs), Test Plans, and Reports are
typical artifacts of the ITIL management process and can be researched in detail within most
substantive ITIL publications. A service management organization will want to reach a level of
confidence that the various items exist and are clearly related to each other. This will call for
assigning clear responsibilities for routine production and review of the items.

Validate & Verify

The outstanding feature of Service Validation and Testing is its deliberate synchronization of
test types with defined business requirements, agnostic to particular technologies and to the
variations of hardware and software. The following illustration presents an overview of

this synchronization.
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Tracking Validations Versus Requirements

+ Specs decompose from top down—business to service to supplier

+ Tests build from bottom up—components to functions to business agreements

SPECIFICATIONS VALIDATION TESTS KEY ROLES
Business Requirements Alignment to Business « Customer
Agreements + Compliance Manager
Service Requirements User Acceptance - Service Level Manager
- Test Manager

+ Test Manager User

Service Solution Design Operational Readiness - Change Manager
+ Security Manager
Service Release Release Package - Release Manger

Requirements

Development Components with Assembly + Technical and Subject Matter
Experts

Qualified Supplier(s)

Perform Tests
The essence of manageable testing is the ability to define tests as repeatable,
measurable procedures.

This introduces the aspect of Key Performance Indicators (KPIs). As noted in most literature
on performance management, KPIs are metrics that address efficiency, effectiveness and
cost issues traceable to the design of an executing process and related to the outputs of that
process. Indicators identify output characteristics that correlate to desired outcomes, and the
means of driving those indicators will be seen as Critical Success Factors (CSFs).

Accordingly, testing will feature standards, scripts (methods) and metrics that are defined and
logically related to each other before test execution actually begins.

Further, as a matter of setting scope to testing as well as methodological compliance, policies
will be established to govern the decisions about when testing must occur and what type
must occur. As identified in the table above, key roles in the organization take on responsibility
and authority as stakeholders in the specifications to be validated. In that light, cooperation
amongst the roles is expected and directed by policies, while also being institutionalized as
integrations of their respective management processes. At points of process integration, the
processes may feed each other as participants in shared workflow. In the ITIL subway map of
processes, this is notable especially where the Build and Release of a service package involves
validation and testing.
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One of the most important aspects of these process integration points is the documentation
that occurs and is used from validation and testing. For example, a test plan usually precedes
release and deployment activities, and an update of service records in a configuration
management database (CMDB) usually follows deployment but precedes a post-
implementation review (PIR). This arrangement highlights the cooperation expected between
managers of services, configurations, changes and releases.

Report / Closure

Documentation of results is also a fundamental deliverable of the Service Validation and
Testing effort, as testing itself is expected to be the source of evidence that the service is
not ready for delivery and may go through another iteration of development or modification
before it can succeed.

As part of proper management of testing itself, these cycles of tests need directives
identifying and justifying whether the scope and depth of testing is to be different or not in
the next cycle versus the prior one. Because test cycling directly affects the turnaround time
between development and release, the management of the test iterations affects the ability of
the organization to meet service level agreements with customers.

Test reporting explicitly establishes the reasons why something is tested and why it is deemed
suitable for release or not. As material for decision support, the reporting affects resource
allocations as well as readiness for compliance auditing.
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SECTION 3: BENEFITS

ITIL v3 describes Service Design, Service Transition (deployment), and Service Operation as
three major phases in the service lifecycle. Within Service Transition, the Service Validation
and Testing effort is one of several high-level management processes that link the appropriate
design of the service to the smooth operability of the service.

IT Services are the building blocks of business processes and business services. A successful
delivery of a service will feature the right thing arriving at the right place at the right time for
the right reason. Validation and Testing confirms that the service is fit to its target purpose
and fit to its offered use. The business uses multiple services to support its own performance
and growth. Executives own the service portfolio, set service goals and control the investment
in the service. This executive demand and influence thus should sponsor the qualification of
the service as a primary concern of financial and risk management for the business.

The executive view of a successful service implementation includes concerns about the
control, compatibility and delivery of the service. These three factors translate, respectively,
into management of the quality, risk, and value of the provided service, as deliberately
generated from end-to-end throughout the service lifecycle .

The goal of Service Validation and Testing is to ensure that specifications for the service
design are met and validated through delivery of the service and, including co-operation
with the Release and Deployment process, to manage and limit risks that could result from
insufficient utility and warranty of the service in operation.

A Key to Achieving IT Service Excellence

Automating ITSM through technology can help your organization reduce the amount
ofresources required to achieve ITIL v3 best practices. This assists your IT department in
improving the quality of its services while embarking upon a continuous IT service excellence
program focused on fostering business growth.

As you reach the end point of the Validation and Testing journey outlined in the CA Service
Transition process map, your organization should have a better handle on the steps needed to
promote successful service deployments. Specifically, bringing deployment efforts in line with
ITIL best practices can help you:

+ Improve business process capabilities
- Effectively upgrade the IT infrastructure in timely alignment with business needs
- Foster the efficient delivery of multiple IT services

+ Improve the quality of technical support
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SECTION 4: CONCLUSION

Service Validation and Testing facilitates ITSM by managing the certification of IT in the
form of services needed by the business. However, doing so requires rigorous processes,
appropriate communication plans and support commitments—as well as an outline detailing
where to start and how to proceed through the journey.

Following the steps outlined in the CA Service Transition process map gives organizations a
clear view of how their Service Validation and Testing journey will take shape, illustrating the
key stops en route to achieving effective requirements alignment. This journey results in:

- Strategic re-orientation of testing towards business value
- Better prioritization and investment in services
- Improved risk management

- Stronger integration with other ITSM and ITIL best practices
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